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Policy

Last Revised | September 3, 2012

Issuing Authority

Department of Administration — State Information Technology Services
Division

Enterprise Solutions

Purpose

This policy states the approach to solving information technology issues within the
parameters set by 2-17-505, MCA.

Scope

This standard applies to all executive branch agencies and independent
contractors, excluding the university system, who have access to, use, or manage
state government-controlled information technology.

Policy

The State of Montana shall seek cost-effective information technology solutions that
benefit the state government as a whole.

References
e 2-17-505, MCA — Policy

Contact

Send all inquiries regarding this document and its contents to itpolicy@mt.gov.
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http://data.opi.mt.gov/bills/mca/2/17/2-17-505.htm
http://data.opi.mt.gov/bills/mca/2/17/2-17-505.htm
itpolicy@mt.gov
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Continuity

I. Purpose

This standard outlines the requirements regarding Continuity of Government (COG)
and Continuity of Operations (COOP). All parts of state government shall meet basic
continuity criteria to ensure the functioning of government under all conditions.

II.  Scope

This standard applies to all departments, agencies, and organizations in state
government (10-3-105, MCA).

I1l. Standard

A. State Essential Functions
The state government adheres to the State Essential Functions (SEFs)
promulgated by the Governor’s Office.

B. Continuity Capabilities
1. All departments, agencies, and organizations within state government shall
develop and maintain continuity plans and capabilities following the State of
Montana Continuity Handbook.
2. All departments, agencies, and organizations shall review, update, and train
employees on their plans at least annually.

V. Definitions

State Essential Functions (SEF, also known as State, Tribal, Territorial
Essential Functions (STTEF)) — The state government functions that are
necessary to lead and sustain the state government during a catastrophic
emergency and that, therefore, must be supported through COOP and COG
capabilities. The SEFs are directly aligned with the National Essential Functions.

State Government — State of Montana as a whole or any office, department,
agency, authority, commission, board, hospital, college, university, or other
instrumentality of the state.
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VI.

References
e 10-3-105, MCA — Division of disaster and emergency services — duties

Contact

All inquiries regarding this document and its contents may be sent to
itpolicy@mt.gov.
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Department of Administration — State Information Technology Services

Issuing Authority Division

Data

I. Purpose
This standard outlines the requirements for data.

. Scope

This standard applies to all executive branch agencies and independent
contractors, excluding the university system, who have access to, use, or manage
state government-controlled information technology.

I1l. Standard

A. Encryption
The standard for data encryption is the Advanced Encryption Standard (AES).

V. References

e 2-17-505(2)(b), MCA — Policy
e 2-17-512(1)(b), MCA — Power and duties of department

V. Contact
Send all inquiries regarding this document and its contents to itpolicy@mt.gov.
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Issuing Authority

Department of Administration — State Information Technology Services
Division

Employee Use of Information Technology

Purpose

This standard outlines the minimum requirements for state government employees
regarding information technology usage.

Scope

This standard applies to all executive branch agencies and independent
contractors, excluding the university system, who have access to, use, or manage
state government-controlled information technology.

Standard

A. Employees
1. Employees shall use information technology only for conducting state
business. Incidental personal use is permitted. “Incidental” is defined as use
that does not create cost to the state, interfere with the employee’s duties,
disrupt state business, or compromise the security or integrity of state
government systems.

2. Employees shall abide by copyright law. This includes all laws regarding
protected intellectual property, including software. Unauthorized use of
copyrighted materials or another person's writings is copyright infringement.

3. Employees shall:

a.
b.
C.

d.
e.

protect data in their custody, including knowing if data is confidential,
ensure that critical data is saved to an appropriate location;

maintain a secure, virus-free environment including checking CD’s and
USB sticks for viruses before using them on a state computer;

seek system administrator before installing any software;

protect equipment from theft and report any loss of equipment or
information to their supervisor immediately;

protect passwords and lock systems before leaving them unattended,;
and
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g. notify managers or system administrators of anything unusual or if a
computer may have a virus.

4. Employees do not have an expectation of privacy when using state-
controlled information technology. Unless specifically expressed by proper

authority, employee use of state-controlled devices may be accessed, read,
copied, used or disclosed with or without the employee’s knowledge.

B. Agency Controls

1. Agencies may place additional requirements on employees beyond the
requirements in this standard.

2. Agencies shall manage its employees and the use of state information
technology resources under the agency’s control.

3. Agencies shall require employees sign a document stating they understand
the requirements in this standard at the beginning of employment and at
least once a year.

C. Model Employee Agreement

A model employee agreement for use by organizations is available from the
State Information Technology Service Division’s website.

References
e 2-17-512, MCA — Powers and duties of department

Contact

Send all inquiries regarding this document and its contents to itpolicy@mt.gov.
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State of Montana
Employee Use of Information Technology

Information technology is essential to the State of Montana and each employee is
responsible for the safe keeping of these resources. This policy outlines important areas
of responsibility. Violations of this policy may result in disciplinary action up to an
including termination. All employees shall read and sign this policy every year.

Acceptable Use

The State of Montana uses information technology for conducting state business.

Employees must not use technology for purposes other than those that would further
their job duties. Incidental personal use is permitted. “Incidental” is defined as use that
does not create cost to the state, interfere with the employee’s duties, disrupt state
business, or compromise the security or integrity of state government systems.

Employees may not violate law, rules, regulations, or policies using information
technology while in the course of their duties, including copyright laws. This includes the
duplication, transmission, or use of intellectual property without the proper agreements.

Security Responsibility

Employees shall:

Protect data in their custody, including knowing if data is confidential,

Ensure that critical data is saved to an appropriate location;

Maintain a secure, virus-free environment;

Seek system administrator before installing any software;

Protect equipment and report any loss of equipment or information immediately;
Protect passwords and lock systems before leaving them unattended,;

Notify their manager or system administrator of anything unusual or if they think a
computer may have a virus.

Privacy

Employees have no expectation of privacy when using state-controlled equipment.
State officials may access, read, copy, use or disclose information on state-controlled
equipment without prior notification.

Employee Signature

I have read the State of Montana’s computer use
policies and agree to comply with the conditions within this document.

| understand that all activity using state information technology resources may be
monitored including monitoring of my communications, with or without notice; therefore,
| have no expectation of privacy when using these resources.

Signed Date
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Department of Administration — State Information Technology Services
Division

Information Technology Asset Management

V.

V.

Purpose

This standard outlines the requirements for information technology asset
management.

Scope

This standard applies to all executive branch agencies and independent
contractors, excluding the university system, who have access to, use, or manage
state government-controlled information technology.

Standard

A. Software Asset Management (SAM)
1. All agencies shall develop and implement SAM procedures and capabilities
following the State of Montana SAM Handbook.
2. All agencies shall review and, if necessary, update their SAM procedures at
least annually.

References
e 2-17-505(2), MCA — Policy
2-17-512(1)(b), MCA — Power and duties of department

Contact

Send all inquiries regarding this document and its contents to itpolicy@mt.gov.
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. . Department of Administration — State Information Technology Services
Issuing Authority Division

Information Technology Infrastructure

I. Purpose

This standard outlines the requirements for information technology infrastructure.

. Scope

This standard applies to all executive branch agencies and independent

contractors, excluding the university system, who have access to, use, or manage
state government-controlled information technology.

I1l. Standard
A. Wiring

All telecommunications wiring or cabling installations must meet the
Telecommunication Industry Association /Electronic Industries Alliance
standards as described in the State of Montana Enterprise Wiring Handbook
and are approved by State Information Technology Services Division.

IV. References
e 2-17-512(1)(b), MCA — Powers and duties of department
V. Contact

Send all inquiries regarding this document and its contents to itpolicy@mt.gov.
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Department of Administration — State Information Technology Services

Issuing Authority Division

Information Technology Planning

I. Purpose
This standard outlines the requirements for information technology planning.

.  Scope

This standard applies to all executive branch agencies and independent
contractors, excluding the university system, who have access to, use, or manage
state government-controlled information technology.

I1l. Standard

A. Agency Information Technology Plan
Each agency shall develop and maintain an Agency Information Technology
Plan, subject to the State CIO’s approval. Agencies shall submit plans using the
schedule, forms, and formats specified in the State IT Planning Handbook.

B. Agency Biennial Information Technology Report
Each agency shall prepare and submit to the State CIO an Agency Biennial
Information Technology Report that evaluates progress toward its Agency
Information Technology Plan objectives. Agencies shall submit their reports
using the schedule, forms, and formats specified in the State IT Planning
Handbook.

C. State Biennial Report for Information Technology
The State CIO shall produce a State Biennial Report for Information
Technology.

D. State Strategic Plan for Information Technology

The State CIO shall produce and administer a State Strategic Plan for
Information Technology.

IV. References

e 2-17-521, MCA - State strategic information technology plan —biennial report
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2-17-523, MCA — Agency information technology plans -- policy

e 2-17-524, MCA — Agency information technology plans -- form and content --
performance reports

e 2-17-527, MCA — Agency information technology plans -- review and approval
-- updates

V. Contact
Send all inquiries regarding this document and its contents to itpolicy@mt.gov.
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Department of Administration — State Information Technology Services

Issuing Authority Division

Information Technology Project Management

I. Purpose

This standard outlines the requirements for management of information technology
projects.

II.  Scope

This standard applies to information technology projects sponsored by any executive
branch agency or independent contractor, excluding the university system, that:

e are funded through the Long Range IT Plan (LRITP) (2-17-512(1)(g), MCA);
exceed $500,000 in estimated costs; or

¢ are identified as needing project management by the State of Montana Chief
Information Officer.

lll. Standard

A. Project Management Framework
The American National Standards Institute/Project Management Institute
99/001/2008, “A Guide to the Project Management Body of Knowledge”
(PMBoOK), is the project management framework.

B. Project Management Reporting
Agencies shall report project information to the State IT Project Management
Office following the State of Montana IT Project Management Handbook.

V. References

1. 2-17-505, MCA - Policy
2. 2-17-512(1), MCA — Powers and duties of department
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V. Contact

All inquiries regarding this document and its contents may be sent to
itpolicy@mt.gov.
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Department of Administration — State Information Technology Services

Issuing Authority Division

Information Technology Risk Management

I. Purpose

This standard outlines the requirements for information technology risk
management.

II.  Scope

This standard applies to all executive branch agencies and independent
contractors, excluding the university system, who have access to, use, or manage
state government-controlled information technology.

lll. Standard

A. General
Agencies shall use the National Institute of Standards and Technology (NIST)
publications as guidance in information technology risk management.

B. Risk Management Programs
Agencies shall construct and maintain information technology risk management
programs using the NIST Special Publication 800-39 framework and Federal
Information Processing Standards Publications 199 and 200 as guidance.

C. Risk Management Control Set
Agencies shall implement at least the low-impact control set defined within
NIST Special Publication 800-53, Annex 1. Agencies may implement additional
controls beyond this requirement.

V. References

e 2-17-534, MCA — Security responsibilities of department
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V. Contact

All inquiries regarding this document and its contents may be sent to
itpolicy@mt.gov.
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Issuing Authority

Department of Administration — State Information Technology Services
Division

Social Media

Purpose

This standard establishes the requirements for an agency’s use of social media as a
tool for communicating with the public. The state shall implement and use social
media based on an agency’s identified business needs consistent with this policy.

Scope

This standard applies to all executive branch agencies and independent
contractors, excluding the university system, who have access to, use, or manage
state government-controlled information technology.

Standard

The department head or their designee shall submit a request to the State Chief
Information Officer (CIO) to use each specific social media for business reasons.
Agencies may seek approval agency-wide, for groups of employees, or on an
employee-by-employee basis.

The CIO shall review each agency request and evaluate the effects on network
operations and security. As necessary, the CIO shall recommend changes to the
agency’s proposal to address issues regarding network operations and security. If
the benefits of social media use outweigh the risks to network security and
operations, the CIO shall approve the request. If not, the CIO shall deny the request.
The CIO’s determination is final.

If the CIO approves an agency’s use of social media the agency shall ensure an
adequate level of security for all data within the agency consistent with the
requirements of 2-15-114, MCA. This statute addresses department security
responsibilities for data.

Agencies will follow the Section 4 of this document to decide whether to use and, if
the decision is to use this tool, how best to implement the decision.
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The CIO shall continually monitor the overall effect social media use has on network
operations and security, and may reevaluate and modify an agency’s use based on
these network considerations and evolving technology.

Guidelines
A. Purpose

The state recognizes that the internet provides unique avenues to participate in
discussions and share information with customers and the public. Social media,
in particular, offers ways to communicate with a broad range of individuals and
groups who are using the internet rather than traditional forms of media for
communicating and learning.

Social media use will vary from agency to agency, depending upon an agency’s
mission. Each agency should carefully select the social media that will best serve
its needs.

Like all communication tools, Social media should be used in ways that enhance
the agency’s business while maintaining the security of the state’s network.
These guidelines are intended to help agencies decide whether to use Social
Media, and, if the decision is to use this tool, how best to implement the decision.

B. Reasons for using Social Media

Each agency should take the time to determine how social media fits into its
communication strategy. When evaluating whether use of social media is
appropriate, the agency should consider the following:

¢ How will social media enhance outreach and communication with
customers, the public, and within the agency?

e How will the agency manage the use of social media?

¢ How will the agency train employees and contractors to use social media
properly?

¢ Does the agency have the ability and resources to monitor employees' use
of social media?

e How will the agency protect confidential information contained in social
media?

e How will the agency capture and store information generated from social
media?

e Does the agency have the resources to respond to public records requests
arising from use of social media?

C. Training

State Information Technology Services will provide agency training on the use of
social media. Additionally, agencies electing to use social media should provide
employees training regarding use of social media before the use occurs and
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continue training as needed. This training should include defining boundaries for
using the service and communicating expectations of appropriate use within the
workplace. SITSD recommends that agencies document the training and place
the documentation in the employee’s permanent personnel file.

D. Laws and Policies

Agencies and employees using social media should comply with applicable
Montana and federal laws and state policies. The following laws and policies are
examples of those that apply to social media use:

e Federal and Montana laws prohibiting the disclosure of social security
numbers, credit card numbers, certain health care information, and other
confidential personally identifiable information;

e Federal and Montana laws prohibiting discrimination, harassment, and
defamation;

o Federal copyright laws and federal and Montana trademark and service mark
laws;

¢ Montana laws and policies addressing the ethical standards of conduct for
public employees;

e Montana law regarding access to technology by individuals who are blind or
visually impaired (See 18-5-601, MCA, et seq.).; and

e Montana law and policies regarding acceptable use of state resources.

SITSD recommends that legal counsel and human resources staff be consulted
regarding these laws and policies.

E. Acceptable Use

Work-related communications using social media should be professional and
consistent with the agency’s policies, procedures, and expectations.
Inappropriate use of social media may be grounds for disciplinary action up to,
and including, termination of employment.

Inappropriate use includes, but is not limited to, profane language or content;
content that promotes or fosters discrimination prohibited under federal and state
law; sexual content or links thereto; and content regarding private business
activities or political purposes. Inappropriate use also includes use that is
inconsistent with an agency’s mission and its general standards that an
employee’s work be conducted in a professional and courteous manner.

There is no reasonable expectation of privacy in messages and information
transmitted to, received and printed from, or stored on the state’s network. An
employee should not use the state’s network for any matter the employee wants
to keep private.

F. Agreements with Social Media Providers
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To the extent consistent with an agency’s internal review process, legal counsel
should review social media service provider agreements before the agency signs
the agreement to ensure compliance with Montana law. Some of the common
terms and conditions in service provider agreements that bear noting are:

Indemnification;

Liability for misuse;

Dispute resolution;

Venue for disputes;

Which state's laws will govern the agreement;

Ownership of the content located on the social media site; and
Confidentiality provisions.

If the agreement with a service provider contradicts Montana law or agency
policy, then that service should not be used.

. Public Records

Under Montana law, public records include records in electronic form (§ 2-6-110,
MCA). Therefore, communication to or from state personnel through social media
is likely presumed to be a public record. If a communication is a public record,
then the Secretary of State’s General Records Retention Schedules provide
guidance regarding how long certain types of state government records must be
kept. The Secretary of State’s website at http://sos.mt.gov/Records/index.asp
provides information regarding public records and records retention schedules for
public records.

A public record is subject to disclosure upon citizen request. See §2-6-102, MCA.
Since citizens using state government social media sites may be unaware of
public record laws, an agency using social media should post a statement on the
social networking site indicating that communications on the site are presumed to
be public records subject to disclosure to third parties.

. Security

Agencies should be aware that the use of social media may provide an avenue
for anyone with access to the internet to access the social media site or the
state’s network without authorization. The intent of this access may be to
damage the state’s network or to acquire confidential information about
employees or citizens. Given this potential, agencies should educate their
employees about the care needed when disclosing information using social
media and the various attack strategies that hackers use to gain access to
systems.

At a minimum, agencies should require employees using social media to adhere
to the following basic precautions:
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¢ Read social network services privacy guidelines that are published on their
web sites. Take the time to understand these documents. These documents
will include the types of information that the services will reveal or sell to other
parties (including spammers). If the terms and conditions of these documents
are vague or objectionable, SITSD recommends consultation with legal
counsel, human resources staff, or SITSD before using the service.

e Create passwords that use both numbers and letters, both upper and
lowercase, and special characters for added complexity. Don’t share your
password with anyone.

e After you type your email address and password into the log-in page, make
sure the “Remember me" check box is turned off before you click the log-in
button.

¢ Do not allow your browser to save any passwords.

Always remember to log-out when finished using the social media site.

¢ Never use personally identifiable or private information on social media sites,
such as social security numbers, health care information, or information
involving individual private personnel matters.

e If a site is hacked, discontinue the site immediately and notify the agency IT
department. Indications that the site has been tampered with may include
alteration or removal of site graphics or logos, changes to expected
functionality, or unapproved content postings.

V. Definitions

Social Media — An umbrella term, meaning the various activities that integrate
technology, social interaction, and content creation. Social media uses many
technologies and forms such as blogs, wikis, photo and video sharing, podcasts,
social networking, mashups, and virtual worlds.

VI. References

e 2-15-114, MCA — Security responsibilities of departments for data
2-17-512, MCA — Powers and duties of department
2-17-514, MCA — Department enforcement responsibilities

VIl. Contact

All inquiries regarding this document and its contents may be sent to
itpolicy@mt.gov.
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Continuity Handbook

Introduction

The Department of Administration (DOA) is the certifying authority for all State of Montana continuity
plans. This includes reviewing and certifying each plan as meeting the completion criteria. As the
certifying authority, DOA coordinates the state Continuity of Operation (COOP) and Continuity of
Government (COG) planning. Additionally, DOA directs COOP/COG efforts in the event of an incident
and assists with the training and exercise of the COOP/COG plans.

Continuity Planning Tool

All continuity plans are developed within the Continuity Planning Tool, currently the Living Disaster
Recovery Planning System. DOA administers this system for the benefit of the state as a whole.

Business Continuity Plans (BCP)

BCPs ensure the continued functioning during a time of uncertainty. DOA maintains a BCP template to
be used for all state organizations. Use of the template ensures standardization. Each BCP contains:
1. Identification of Service/Process (SPs) with:

a. legal authorities;

b. recovery time objectives;
c. key business cycles;
d
e

SP owner and contact information; and

standardized statewide priority ranking;
2. All dependent resources necessary to perform SPs, including but not limited to, people, essential
records, applications/systems, and facilities. Each of these resources will be identified and will
inherit the ranking of the SP;
Succession plans and delegations of authority for key leadership and management; and
4. Employee and external contacts notification lists with contact information that will be

synchronized to the state’s emergency notification tool.

w

DOA develops and maintains a catalogue of standardized and unique SPs for all organizations in the
Continuity Planning Tool. DOA helps state organizations identify SPs performed. This ensures continued
consistency in the identification and cataloging of SPs.

Information System Contingency Plans (ISCP)

ISCPs promote the continued function of state government information systems during a time of
uncertainty. DOA maintains a ICSP template to be used by all state organizations. Use of the template
ensures standardization. Each ICSP inherits characteristics from the BCP.

Page 1of1



Enterprise Network Handbook

Network Resource Naming

The following acronyms identify agencies on the state network. Agencies should use these acronyms for
naming items on the network. If multiple agencies are in collaboration on one site, the agency hosting
the site provides the acronym.

ADV Montana Advocacy Program

AGR Department of Agriculture

ART Montana Arts Council

BOE State Board of Education

BPE Board of Public Education

CHE Office of the Commissioner of Higher Education
DOC Department of Commerce

COR Department of Corrections

CPP Commissioner of Political Practices

DEQ Department of Environmental Quality
DLI Department of Labor and Industry

DMA Department of Military Affairs

DOA Department of Administration

DOJ Department of Justice

DOR Department of Revenue

FWP Department of Fish, Wildlife and Parks
GOV Governor's Office

HHS Department of Public Health & Human Services
HIS Historical Society

JUD Judicial Branch

LEG Legislative Branch

LIV Department of Livestock

MDT Department of Transportation

MSL Montana State Library

DNR Department of Natural Resources & Conservation
OPI Office of Public Instruction

PSC Department of Public Service Regulation
SAO State Auditor's Office

SOS Secretary of State

STF Montana State Fund

Usm University System

Unit names residing under top level organizational units consist of a three-character description
determined by the administrator of that organizational unit. For example, the organization Legislative
Branch LEG - could name its organizational unit for the House of Representatives (HOU).

Workstation names and domains must consist of 10-15 characters and are defined as follows:
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o the first three characters are the agency acronym listed above;

o the next three or four characters represent the device's city or county location if the device
is located outside of Helena (if located in Helena these characters can represent the location
or the agency division); and

o thelast four to nine characters are a descriptor of the object.

This description could be a number or some other distinctive indicator and can use some or
all of the last nine characters.
For example, a server for the Department of Administration located in Helena could be named:
DOAHLNOO1. Only alphanumeric characters may be used.

Locations should use the following list of acronyms for the city in which they reside:

Anaconda ANA
Baker BAK
Big Timber BGT
Billings BIL
Boulder BLD
Box Elder BOX
Bozeman BOZ
Butte BTE
Chinook CHK
Choteau CHT
Colstrip CLS
Columbia Falls CFL
Columbus CcoL
Conrad CND
Cut Bank CTB
Deer Lodge DLG
Dillon DIL
Drummond DRU
Forsyth FOR
Fort Benton FTB
Glasgow GLS
Glendive GLN
Great Falls GTF
Hamilton HAM
Hardin HAR
Harlowton HLW
Havre HAV
Helena HLN
Jordan JDN
Kalispell KAL
Lame Deer LMD
Lewistown LEW
Libby LIB
Livingston LIV
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Malta MLT
Miles City MLC
Missoula MSL
Plentywood PLW
Polson POL
Red Lodge RDL
Rocky Boy RCK
Roundup RND
Shelby SHL
Sidney SID
St. Ignatius STI
Superior SUP
Thompson Falls TFS
Townsend TWN
Virginia City VIR
Warm Springs WSP
West Yellowstone WYS
Wolf Point WPT

Locations may also use the county number (01 to 56) for the county in which they reside. For
example, the Department of Revenue uses DORCOxx0yyyy to denote a PC located in a county
office where: xx is the two digit county number, and yyyy is a five digit number assigned by the
department.

Sample Log On Warning
This computer is State of Montana property and subject to the state government

conditions of appropriate use laws. Unauthorized use is a violation of 45-6-311,
MCA. This computer system, including all related equipment, networks, and network
devices, is provided only for authorized state government use. Any or all uses of this
system and all files on this system may be intercepted, monitored, recorded, copied,
audited, inspected, and disclosed to authorized personnel. By using this system, the
user consents to such interception, monitoring, recording, copying, auditing,
inspection, and disclosure at the discretion of authorized personnel. Unauthorized
or improper use of this system may result in administrative disciplinary action and
civil and criminal penalties. By continuing to use this system, you indicate your
awareness of and consent to these terms and conditions of use. Log off immediately
if you do not agree to the conditions stated in this warning.
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Information Technology Planning
Handbook

Introduction

State of Montana information technology planning centers around four documents:

e Agency Biennial Information Technology Report — Evaluates progress towards the Agency
Information Technology Plan

e Agency Information Technology Plan — Establishes an agency’s direction for information
technology

e State Biennial Report for Information Technology — Evaluates progress towards the State
Strategic Plan for Information Technology

e State Strategic Plan for Information Technology — Establishes a statewide direction for
information technology

The entire planning cycle repeats every two years. Mulitiple sources contribute to the development of
each document. Each person or group involved in the planning process must fulfill their role at a specific
time to not overburden any other person.

Deadlines

Every Year

June 30
Agencies update their information technology inventories in the Enterprise Information Technology
Inventory Database: http://mine.mt.gov/EnterpriselTInventory/.

Odd-numbered years

June 30
Agencies submit their updated Agency Information Technology Plan to the CIO.

July 30
The CIO reviews and approves updates to Agency Information Technology Plans.

August 30
The CIO presents a draft of the state IT goals and objectives to the Information Technology Board (ITB).

October 31
The CIO presents a preliminary draft of the State Strategic Plan for Information Technology to the ITB.


http://mine.mt.gov/EnterpriseITInventory/

December 31
The CIO presents a final draft State Strategic Plan for Information Technology to the ITB.

Even-numbered years

March 1
The CIO sends the final draft of the State Strategic Plan for Information Technology to the Governor.

March 1
The CIO distributes the forms and provides guidance for agencies to submit their Agency Information
Technology Plans.

April 1
The CIO publishes the State Strategic Plan for Information Technology.

May 1
Agencies submit their Agency Information Technology Plans to the CIO.

June 30
The CIO approves the Agency Information Technology Plans.

August 31
Agencies submit their Agency Biennial Information Technology Report

December 31
The CIO publishes the State Biennial Report for Information Technology.

Responsibilities

Agency Responsibilities

General
e Agencies update their information technology inventory in the Enterprise Inventory Database.

Agency Biennial Information Technology Report
e Agencies prepare and submit an Agency Biennial Information Technology Report, evaluating
progress toward the objectives stated in the Agency Information Technology Plan.

Agency Information Technology Plan
e Agencies develop and maintain Agency Information Technology Plans.
o The Agency Information Technology Plan reflects the content and format requirements
specified in 2-17-524, MCA.



o An Agency’s Information Technology Plan projects activities and costs over a 6-year time
period, consisting of the biennium during which the plan is written or updated and the 2
subsequent biennia.

NB: New investments in information technology may be included in the Governor's budget
only if the project is contained in the Agency Information Technology Plan.
e Agencies update their Agency Information Technology Plans with the CIO.

State Biennial Report for Information Technology
NA

State Strategic Plan for Information Technology
NA

State CIO Responsibilities

General
e The CIO evaluates budget requests that include information technology resources.

Agency Biennial Information Technology Report
NA

Agency Information Technology Plan
e The CIO gives guidance on the construction of Agency Information Technology Plan.
e The CIO reviews and approves Agency’ Information Technology Plans.

State Biennial Report for Information Technology
e The CIO drafts and publishes the State Biennial Report for Information Technology.

State Strategic Plan for Information Technology
e The CIO drafts state IT strategic goals and objectives.
e The CIO publishes and administers the State Strategic Plan for Information Technology.

Timeline

January — March of each odd-numbered year
The CIO gathers information on information technology trends from various sources, such as:

e The National Association of State Chief Information Officers;

e State agencies; and

e Areas within DOA/State Information Technology Services Division (SITSD) including Customer
Relations Project Management and Security.



April = June of each odd-numbered year
The CIO solicits recommendations for statewide strategic level goals and objectives for information
technology.

May — June of each odd-numbered year
Agencies update their Agency Information Technology Plans as necessary and submit the updated
version to the CIO for review and approval.
e Note: An Agency may update its Agency Information Technology Plan at any time changes
occur. Agency Information Technology Plan updates should not be held until the next biennial
reporting cycle.

June 30 of each odd-numbered year

Agencies update their information technology inventories in the Enterprise Information Technology
Inventory Database: http://mine.mt.gov/EnterpriselTInventory/.

July of each odd-numbered year
The CIO reviews and approves updates to Agency Information Technology Plans.

August of each odd-numbered year
The CIO drafts statewide information technology goals and objectives and presents these to the ITB for
comment.

September — October of each odd-numbered year
The CIO drafts the State Strategic Plan for Information Technology.

October — November of each odd-numbered year
The CIO solicits comments and advice from the ITB regarding the State Strategic Plan for Information
Technology draft.

December of each odd-numbered year
The CIO produces a State Strategic Plan for Information Technology final draft and provides it to the ITB
and agencies.

December of each odd-numbered year
The CIO solicits input from the Information Technology Managers Council (ITMC) regarding the forms
and formats for the Agency Information Technology Plans.

January — February of each even-numbered year
The CIO drafts the forms and formats for agencies to use to develop their Agency Information
Technology Plans.

March 1 of each even-numbered year
The CIO sends the State Strategic Plan for Information Technology final draft to the Governor and the
Legislature.


http://mine.mt.gov/EnterpriseITInventory/

March of each even-numbered year
The CIO distributes the forms and formats to be used by agencies for developing and submitting their
Agency Information Technology Plans.

March — May of each even-numbered year
Agencies develop their Agency Information Technology Plans and submit them to the CIO using the
forms and formats previously distributed by the CIO.

April 1 of each even-numbered year
The CIO publishes the State Strategic Plan for Information Technology.

May of each even-numbered year
The CIO solicits input from the ITMC regarding the form and content for Agency Biennial
Information Technology Reports.

May - June of each even-numbered year
The CIO reviews the Agency Information Technology Plans. During the review period, agencies may be
asked to make clarifications or adjustments to items within their plans.

June - July of each even-numbered year
The CIO updates SITSD’s work plan based on agencies’ projected requirements.

June 30 of each even-numbered year

Agencies update their information technology inventories in the Enterprise Information Technology
Inventory Database: http://mine.mt.gov/EnterpriselTInventory/.

June 30 of each even-numbered year

The CIO approves the Agency Information Technology Plans. The CIO sends a letter of approval to each
agency director. Approved Agency Information Technology Plans are posted at:
http://sitsd.mt.gov/stratplan/.

June of each even-numbered year

The CIO distributes the forms and formats to be used by agencies for preparing and submitting their
Agency Biennial Information Technology Reports. This information is published at:
http://itsd.mt.gov/stratplan/default.mcpx

July — September of each even-numbered year

The CIO coordinates with Office of Budget and Program Planning to prepare a statewide summary of
information technology projects.

July - August of each even-numbered year

Each agency prepares and submits to the CIO an Agency Biennial Information Technology Report
that evaluates progress toward the goals and objectives over the previous biennium as described in
its previous Agency Information Technology Plan. The CIO publishes Agency Biennial Information
Technology Reports at: http://sitsd.mt.gov/stratplan/ .



http://mine.mt.gov/EnterpriseITInventory/
http://sitsd.mt.gov/stratplan/
http://itsd.mt.gov/stratplan/default.mcpx
http://sitsd.mt.gov/stratplan/

October — November of each even-numbered year
The CIO drafts the State Biennial Report for Information Technology using input from Agency
Biennial Information Technology Reports.

December of each even-numbered year
The CIO publishes the State Biennial Report for Information Technology and delivers it to the
Legislature. The report will also be published at: http://sitsd.mt.gov/stratplan/ .
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Information Technology Project
Management Handbook

Introduction

Information technology project management inside the State of Montana reduces risk to the state as a

whole while increasing value and transparency.

IT Project Reporting
Information technology project reporting fulfills requests for information by the Legislative Fiscal

Committee. The State Chief Information Officer, through the State Project Management Office,
aggregates information in order to present a consistent and accurate statewide report to legislative
officials. The State CIO specifies the way the reports are submitted.

Four basic reports exist:

e  Project Baseline Report, at the start of a project

e  Project Monthly Status Report, monthly during the project

e  Project Closure Report, at the end of a project

e  Post-Implementation Review, six months after a project ends

Project Baseline Report
An agency submits the Project Baseline Report when it approves of the Project Management Plan but

before work has commenced. This report contains:

e  Project organizational chart, including project sponsor and contractors

e  Project roles and responsibilities

e  Project scope statement, including a scope description, a description of how requirements will
be gathered and documented, a list of project deliverables, and the user acceptance criteria

e Schedule, including start date, end date, and a milestone list with due dates

e  Costs, including the cost estimate, funding sources with amounts, and a high-level estimate of
post-implementation operational costs

e  Change management plan

e  Deliverable acceptance plan

e  Communication plan

e  Communication matrix

e  Risk/Issue management plan

e  Risk register

e  Quality plan with metrics



Project Monthly Status Report
Agencies submit the Project Monthly Status Report by the 7" working day of each month. It contains:

General Project Information
e Agency
e  Project Title
e  Current Phase (Initiation, Planning, Development, Implementation, Close, Hold)
e  Project Sponsor

LFC Report Update

e  Expended money to Date

e  Percentage of work completed to date

e  Project health for scope, schedule, budget, risk, and overall health based on criteria described
in the Project Health Status Worksheet document in the PMO website (pmo.mt.gov)

e If appropriate, provide updated data for:
O Revised end date
O  Revised estimate
o  Appropriated budget amounts

Project Variances this Period

e Summary of approved project changes and impact on the project’s scope, schedule, and cost

High-level Accomplishments for this Period
e The high-level accomplishments listed in the previous month’s report and the status of each
e  Any additional, significant high-level accomplishments for this period

High-level Accomplishments Planned for Next Period
e List of high-level accomplishments scheduled for the next reporting month

Project Closure Report

Agencies submit the Project Closure Report within 30 days of project closure. It contains:

Closure Report
e  Same data as the Project Monthly Status Report above, excluding the “High-level
Accomplishments Planned for Next Period” section
e  Confirmation of project acceptance by project sponsor
e  Results of customer satisfaction survey
e  Outstanding issues, risks, and defects with associated actions to resolve
e  Maintenance and operations plan for the information system(s), including:
o  On-going support plan, including internal and external resources
o  High level summary of follow-on projects with projected schedules, if applicable



Updated / Final information from Project Baseline Report

Post Implementation Review
Agencies submit the post-implementation report 6 months after the end of the project. It contains:

e  Agency name

e  Project title

e  Sponsor

e  Project close date

e  Appropriated budget amount

e  Total project development cost

e  Expected ongoing annual cost

e  Year the ongoing annual cost start

e  Funding source(s) for ongoing cost

e List of the primary project goals

e List of key objectives, the metrics used to measure these objectives, and the final metric results

e  Highlight of post-implementation issues upon project closure including start date and, if resolved,
resolved date

e  Any additional comments the agency might have



Software Asset Management Handbook

Introduction
Software Asset Management (SAM) inside the State of Montana seeks to ensure the state deploys

information technology assets to maximum effectiveness. Exceeding the license capacity of software can
translate to financial penalties for the state. Similarly, not using purchased software represents a
monetary drain on the state.

Software Asset Management Controls
Multiple rules and procedures, known as controls, make up a SAM system. The State of Montana SAM
controls come from ISO/IEC 19770-1 Technical Standard. Because of this, agencies may use ISO/IEC
19770-1 Technical Standard as guidance for implementing controls. Additionally, agencies may contact

State Information Technology Services Division (SITSD)’s SAM office for guidance and assistance.

Trustworthy Data
a. Software Asset Identification

b. Software Asset Inventory Management
c. Software Asset Record Verification

d. Software Licensing Compliance

e. Conformance Verification for SAM

Practical Management
a. Corporate Governance Process for SAM

Roles and Responsibilities for SAM

Policies, Processes, and Procedures for SAM
Planning for SAM

Monitoring and Review of SAM
Competence in SAM

Conformance Verification in SAM

™ 0 o0 T

Operational Integration
Relationship and Contract Management for SAM

Financial Management for SAM
Service Level Management for SAM
Acquisition Process

Software Deployment Process
Retirement Process

i

Conformance Verification for SAM



Full Conformance
Security Management for SAM
Software Asset Security Compliance

Change Management Process

Software Development Process
Software Release Management Process
Incident Management Process

Problem Management Process

S@m 0 a0 T o

Software Asset Control
Implementation of SAM

j.  Continual Improvement of SAM

k. Conformance Verification for SAM

Responsibilities

Agency Responsibilities
Agencies:

e develop and implement SAM procedures and capabilities in the “Software Asset Management
Controls” section of this document; and
e review and, if necessary, update their SAM procedures at least annually.

State CIO Responsibilities
The CIO:

e reports statewide status of SAM inventories to the Information Technology Board and
Information Technology Managers Council;

e reports SAM inconsistencies and violations to the agency director, ITB and ITMC; and

e supports agency SAM via consultation, training, and best practice guidance.

Implementation Timeline
It is impractical to implement all SAM controls at one time. The following represent target
implementation dates for the State of Montana SAM controls.

Trustworthy Data

Control Effective Timeframe Calendar Date

Software Asset Identification 2QFY 14 Dec 31, 2013

Software Asset Inventory Management 2Q FY14 Dec 31, 2013



Control

Effective Timeframe

Calendar Date

Software Asset Record Verification
Software Licensing Compliance
Conformance Verification for SAM

Practical Management

Control

2Q FY14

2Q FY14

2Q FY14

Effective Timeframe

Dec 31, 2013
Dec 31, 2013

Dec 31, 2013

Calendar Date

Corporate Governance Process for SAM
Roles and Responsibilities for SAM

Policies, Processes and Procedures for SAM
Planning for SAM

Monitoring and Review of SAM
Competence in SAM

Conformance Verification in SAM

Operational Integration

Control

4Q FY14

4Q FY14

4Q FY14

4Q FY14

4Q FY14

4Q FY14

4Q FY14

Effective Timeframe

Jun 30, 2014
Jun 30, 2014
Jun 30, 2014
Jun 30, 2014
Jun 30, 2014
June 30, 2014

Jun 30, 2014

Calendar Date

Relationship and Contract Management for SAM

Financial Management for SAM
Service Level Management for SAM
Acquisition Process

Software Deployment Process
Retirement Process

Conformance Verification for SAM

Full Conformance

Control

2Q FY15

2Q FY15

2Q FY15

2Q FY15

4Q FY15

4Q FY15

4Q FY15

Effective Timeframe

Dec 31, 2014
Dec 31, 2014
Dec 31, 2014
Dec 31, 2014
Jun 30, 2015
Jun 30, 2015

Jun 30, 2015

Calendar Date

Security Management for SAM

Software Asset Security Compliance

2Q FY16

2Q FY16

Dec 31, 2015

Dec 31, 2015



Control Effective Timeframe Calendar Date

Change Management Process 2Q FY16 Dec 31, 2015
Software Development Process 2Q FY16 Dec 31, 2015
Software Release Management Process 2Q FY16 Dec 31, 2015
Incident Management Process 4Q FY16 Jun 30, 2016
Problem Management Process 4Q FY16 Jun 30, 2016
Software Asset Control 4Q FY16 Jun 30, 2016
Implementation of SAM 4Q FY16 Jun 30, 2016
Continual Improvement of SAM 4Q FY16 Jun 30, 2016

Conformance Verification for SAM 4Q FY16 Jun 30, 2016
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Introduction

This document defines a telecommunications wiring system for State of Montana Agencies, offices or
buildings. These guidelines are to be used as a means to provide minimum requirements. Specific
requirements for each project will be coordinated with the using agency and State Information
Technology Services (STISD), during project development. STISD is the State of Montana Agency
responsible for the maintenance, repair, and installation of all State of Montana network

cable. Therefore, all requests to repair, move, or install such cable for all State of Montana Agencies
must be submitted to STISD.

These guidelines are based on industry standards from The Electronics Industry Alliance (EIA) and the
Telecommunications Industry Association (TIA). These standards detail the architecture, engineering,
cable specification, and management of cabling systems. Proper adherence to these guidelines will

reduce long-term building operation costs by providing a better infrastructure adaptable to change.

Acronyms and Abbreviations

EIA/TIA Electronics Industries Association/
Telecommunications Industries Association

EMI Electromagnetic Interference

FDDI Fiber Distributed Data Interface

IC Intermediate Cross-connect

LAN Local Area Net

([ Main Cross-connect

TC Telecommunications Closet

uTpP Unshielded Twisted Pair

WAN Wide Area Net
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Specifications
Horizontal Wiring
The horizontal wiring is the portion of the telecommunications wiring systems that extends from the
area outlet to the telecommunications closet. This includes the termination at the outlet as well as the
termination and cross connects at the closet.
The horizontal wiring should be a star topology, meaning each work area outlet must be directly
connected to a telecommunications closet. The maximum horizontal distance should not exceed 300’
from the outlet to the closet (See Figure 1). Installations should make an allowance of approximately
20’ for the patch cables in the wire closet and outlet end because the total length from the equipment in
the telecommunications closet and the devise on the end cannot exceed 328’ total.
A minimum of two telecommunications outlets should be provided for each individual work area. A 4-
pair UTP CAT5e solid PVC or plenum cable should support both outlets. Whether plenum or PVC cable
depends on where the cable runs. PVC cable features an outer jacket that gives off toxic fumes when it
burns. It’'s commonly used in runs from the wiring closet to the wall plate, but only if the building
features a contained ventilation system running through duct work. Plenum cable has a special coating,
which does not give off toxic fumes when it burns. A plenum is a space within a building created by
building components designed for the movement of environmental air. Each of these outlets may be

used for either voice and/or data.
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TELECOMMUNICATIONS WORK AREA
CLOSET

X-CONN

HORIZONTAL WIRING

\ 300°

4-PAIR CAT 5E UTP CABLES

Figure 1 - Typical Horizontal and Work Area Wiring
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Installation

Category 5E (CAT5e) wiring requires special installation practices. Pair twisting, for instance, is one of
the critical physical characteristics of the cable that affects near-end cross talk performance. As a result,
the EIA/TIA Standard requires that the pair twist be maintained to within one-half inch of the
termination point on each end of the cable. This requirement is imposed to minimize untwisting of wire
pairs and the separation of conductors within a pair.

The State of Montana wiring standards call for special termination practices when terminating CAT5e
cable to ensure LAN speeds of up to 1 gigabit to ensure users get the most of their local area network.
When placing cables adhere to the following:

e Use a minimum bend radius of ten times the cable diameter equivalent to placing data wire
around a 1” conduit.

e Follow building and fire codes penetrations made during routing of cable through firewalls.
Firewalls must be sealed with fire stop materials. This stops the flow of smoke, flames, toxic
fumes and etc.

e Avoid routing cables near electro-magnetic interference noise sources, such as motors and
power lines. Hangers are necessary to support the cable above fluorescent fixtures and other
sources, which can induce noise on the cable.

e Use the same cable throughout. Do not mix cabling from different manufacturers.

e Avoid coiling cables. This can lead to degradation of performance.

e Cable ties should be applied with just enough tension to hold the cables in place, but not
tightly enough to squeeze the cables. Also space the ties randomly.

e Cables must be supported at a maximum of 5’ intervals and cannot be attached to electrical
conduit, heating or plumbing hardware or ceiling grid wires.

Work Area (Outlet Location)

The work area components extend from the telecommunications outlet end of the horizontal wiring
system to the station equipment. The station equipment can be any of a number of devices including
telephones, fax machines, and personal computers.

Work area wiring may vary in form depending on the application. A cord with identical connectors on
both ends often is used. The State of Montana wiring standards calls for a CAT5e stranded patch cord

when the application is a LAN data device.
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ANSI/TIA-568C.1-1, which is the governing standard regarding commercial cabling systems limits the
length of patch cables to 10 m in total length. These 10 m of total length include both the work area and
telecommunications closet patch cords. When adaptations are needed they should be external to the
telecommunications outlet. Each 4-pair cable should be terminated in an eight-position CAT5e modular

jack as shown in the example (See Figure 2).

Cable
Side

Faceplate ——

Mocdular
Plug

& User
Side
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TS68A

O = S % Pin # Conductor Color Code
'5 Ei'E 'E 1 white/green
2 green
’\ , 3 white/orange
4 blue
5 white/blue
6 orange
I 7 white/brown

8 brown

Figure 2 - Eight-Position Jack Pin/Pair Assighments (Designation T568A)

Telecommunications Closet

A telecommunications closet is an area within a building set aside for the exclusive purpose of housing
equipment associated with the telecommunications wiring system. Every building should contain at
least one telecommunications closet or equipment room.

The telecommunications closet should contain the mechanical terminations for a portion of the
horizontal wiring system and a portion for the backbone wiring system. In this usage, the
telecommunications closet should provide facilities (space, power, grounding, etc.) for passive (cross-
connect), active devices, or both used to interconnect two systems.

Labeling

Each telecommunications outlet should have a label placed on the faceplate or cover of the jack; this is
to identify the outlet for record keeping as well as for maps or floor plans. Each label will contain the xx-
yyy identifier. The xx is the number of the patch panel that the particular outlet is terminated in. The yyy
is the number of the outlet.

Example: Patch Panel A, Position 24 A-24
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Testing
Testing is critical. Test results should be evaluated, using the most up-to-date criteria from the TIA/EIA
Standard, and the result shown is pass/fail. Test results should be printed directly from the test unit or
from a download file using an application from the test equipment manufacturer. The test results should
include all tests performed, the expected test result and the actual test result achieved. All CAT5e field
testing should be performed with approved equipment (tester) and should comply with the accuracy
requirements for level lle field testers as defined in ANSI/TIA-1152. Each new cable that is placed should
be tested and certified for:

e  Wire map,

e Llength,

e Insertion Loss

e Near End Crosstalk (NEXT),

e Power Sum Near End Crosstalk (PSNEXT),

e Attenuation to Crosstalk Ratio Far End(ACR-F),

e Power Sum Attenuation to Crosstalk Ratio Far End(PS ACR-F),

e Return Loss (RL),

e Propagation Delay,

e Delay Skew.
Backbone Wiring
The function of the backbone wiring is to provide interconnection between telecommunications closets,
equipment rooms and entrance facilities in the telecommunications wiring system structure. Typically
multi-pair cable and/or fiber optics cable are used as backbone cables.
The backbone wiring should use the conventional hierarchical star topology where in each
telecommunications closet is wired to a main cross-connect or an intermediate cross-connect then to a
main cross-connect.
Backbone wiring defined by this standard is applicable to a range of different user requirements.
Depending upon the characteristics of the individual application, choices with respect to transmission
media have to be made. In making this choice, factors to be considered include:

e Flexibility with respect to supported services,

e Required useful life of backbone wiring,

e Site size and user population.
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Cabling System Technical Specification Enhanced Category 5 UTP

Introduction

Purpose. The intent of this section is to provide a standard specification that will be used for all
State of Montana facilities requiring cabling installation. This section provides the minimum
performance criteria for the components and sub-systems comprising a complete cabling system.
Product specifications, general design considerations, and installation guidelines are provided in this
written document. Quantities of telecommunications outlets, typical installation details, cable routing,
and outlet types for a State facility will be provided as an attachment to this document. If the bid
documents are in conflict, the written specification should take precedence. The successful vendor
should meet or exceed all requirements for the cabling system described in this document.
The Customer’s Cable Infrastructure Project requires a Siemon structured cabling system, or equivalent
single-manufacturer solution. The Enhanced Category 5 portion of the cabling system should comply
with the link and channel performance requirements of ANSI/TIA/EIA 568-B.
The successful contractor is required to furnish all labor, supervision, tooling, miscellaneous mounting
hardware and consumables for each cabling system installed.
Quality Assurance

Contractor Qualifications

The contractor should at a minimum possess the following qualifications:

e Bein business a minimum of three (3) years.

e Demonstrate satisfaction of sound financial condition and can be adequately bonded and
insured if the project deems necessary.

e Possess licenses/permits required to perform telecommunications installations in the
specified jurisdiction.

e Obtain/have/possess personnel knowledgeable in local and state codes and regulations. All
work should comply with the latest revision of the codes or regulations. When conflict exists
between local or national codes or regulations, the most stringent codes or regulations
should be followed.

e Possess current liability insurance certificates.

e Have personnel fluent in the use of Visio or Computer Aided Design and possess and

operate Visio or CAD software using Microsoft. Visio drawing or DWG or .DXF format.
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The contractor should own and maintain tools and equipment necessary for successful installation and
testing of optical and CAT5e metallic premise distribution systems.
Required Contractor Training.
The contractor should be fully conversant and capable of cabling low voltage such as, but not limited to,
data, voice, and imaging network systems.
The contractor should at a minimum possess the following qualifications:
e Personnel trained and certified in the design of a structured cabling system.
e Personnel trained and certified to install a structured cabling system.
e Provide references of the type of installation provided in this specification.
e Personnel trained and certified in fiber optic cabling, splicing, termination and testing
techniques. Personnel must have experience using a light meter and OTDR.
e Personnel trained in the installation of pathways and support for housing horizontal and
backbone cabling.
Contractor Responsibility.
The contractor should be obligated to exercise the highest standard of care in performing its obligations.
The contractor acknowledges that the State of Montana relys on contractor’s expertise, ability, and
knowledge of the system and thus the contractor is obligated to exercise the highest of standard care in
performing its obligations.
Manufacturer Quality & Product Substitutions.
All telecommunications connecting hardware and cable must be made by an ISO 9001:2000 Certified
Manufacturer. All products must meet the technical requirements listed in this document. Any products
not meeting these requirements will not be considered.
Industry Requirements
The following installation, documentation, component, and system industry specifications should be
met or exceed:
e ANSI/TIA/EIA-568-B.1 and addenda ”Commercial Building Telecommunications Cabling Standard
- Part 1: General Requirements,”
e ANSI/TIA/EIA-568-B.2 and addenda ”Commercial Building Telecommunications Cabling Standard
- Part 2: Balanced Twisted-Pair,”
e ANSI/TIA/EIA-568-B.3 and addenda ”"Commercial Building Telecommunications Cabling Standard
- Part 3: Optical Fiber Cabling and Components Standard,”
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ANSI/TIA/EIA-569-B and addenda ” Commercial Building Standard for Telecommunications
Pathways and Spaces,”

ANSI/TIA/EIA-606-A and addenda ” Administration Standard for the Telecommunications
Infrastructure of Commercial Buildings,”

ANSI-J-STD-607-A and addenda ” Commercial Building Grounding and Bonding Requirements for
Telecommunications,”

ANSI/TIA/EIA-526-7 "Measurement of Optical Power Loss of Installed Single-Mode Fiber Cable
Plant,”

ANSI/TIA/EIA-526-14A ”Optical Power Loss Measurements of Installed Multimode Fiber Cable
Plant,”

IEC/TR3 61000-5-2 - Ed. 1.0 and amendments “Electromagnetic compatibility (EMC) - Part 5:
Installation and mitigation guidelines - Section 2: Earthing and cabling,”

ISO/IEC 11801:2002 Ed2.0 and amendments ” Information technology - Generic cabling for
customer premises,”

CENELEC EN 50173:2000 and amendments “Information Technology - Generic cabling systems.”
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System Design Requirements

Horizontal Cabling. The Horizontal subsystem is the portion of the telecommunications cabling
system that extends from the work area telecommunications outlet/connector to the horizontal cross-
connect in the telecommunications room. It consists of the telecommunications outlet/connector, the
horizontal cables, optional consolidation point, and that portion of the cross-connect in the
telecommunications room serving the horizontal cable.

Backbone Cabling. Cables allowed for use in the backbone include: 4-pair 100 balanced twisted-
pair copper, multi-pair 100 balanced twisted-pair copper, hybrid or bundled 100 balanced twisted-pair
copper, 50/125m or 62.5/125m multimode optical fiber, and 8.7-10m single mode optical fiber cables.
The cable should support voice, data, and imaging applications. The bending radius and pulling strength
requirements of all backbone cables should be observed during handling and installation.

Intra-building Cabling. The cable route within a building, connecting closet to closet or closet to
the equipment room is referred to as the Intra-building Backbone Subsystem. It links the Main Cross-
connect (MC) in the equipment room to Intermediate Cross-connects (IC) and Horizontal Cross-connects
(HC) in the Telecommunications Rooms (TR). It consists of the backbone transmission media between
these locations and the associated connecting hardware terminating this media.

Inter-building Cabling. \When a distribution system encompasses more than one building, the
components that provide the link between buildings constitute the Inter-building Backbone Subsystem.
This subsystem includes the backbone transmission media, associated connecting hardware terminating
this media, and electrical protection devices to mitigate harmful voltages when the media is exposed to
lightning and/or high voltage power surges that pass through the building cable. It is normally a first-
level backbone cable beginning at the MC in the equipment room of the hub building and extending to
the IC in the equipment room of a satellite building.

Telecommunications Room. The HC should consist of either a rack or wall mounted wiring
blocks or panels for termination of copper cables or rack or a wall mount interconnect centers or fiber
management panels/trays for the termination of optical fibers. Cross-connect spaces include the
labeling of hardware for providing circuit identification and patch cords or cross-connect wire used for
creating circuit connections at the cross-connect. The telecommunications room should be equipped to
contain telecommunications equipment, cable terminations, and associated cross-connects. Separation

from sources of EMI should be in accordance with ANSI/TIA/EIA-569-A and local code.
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Communication grounding / earthing and bonding should be in accordance with applicable codes and
regulations. It is recommended that the requirements of IEC/TR3 61000-5-2 - Ed. 1.0, ANSI-J-STD-607-A,
or both be observed throughout the entire cabling system. The telecommunications room should be
dedicated to the telecommunications function. Access to telecommunications rooms should be
restricted to authorized service personnel and should not be shared with building services that may
interfere with the telecommunications systems or be used for building maintenance services.

Lighting in the telecommunications room should be a minimum of 500 Ix (50 foot candles) at the lowest
point of termination. The light switch should be easily accessible when entering the room.

A minimum of two dedicated duplex or two dedicated simplex electrical outlet, each on a separate
circuit, should be provided for equipment power. Additional convenience duplex outlets should be
placed at 1.8 m (6 ft) intervals around the perimeter walls.

Installation

Site Survey. Prior to placing any cable pathways or cable, the contractor should survey the site
to determine job conditions will not impose any obstructions that would interfere with the safe and
satisfactory placement of the cables. Arrangements to remove any obstructions will be determined with
the project manager need to be determined at that time.

Physical Installation.

Cable Pathways. Pathways should be designed and installed to meet applicable local and
national building and electrical codes and regulations. Grounding / Earthing and bonding of pathways
should comply with applicable codes and regulations. Pathways should not have exposed sharp edges
that may come into contact with telecommunications cables. The number of cables placed in a pathway
should not exceed manufacture specifications, nor, will the geometric shape of a cable be affected.
Pathways should not be located in elevator shafts. If a J-hook or trapeze system is used to support cable
bundles all horizontal cables should be supported at a maximum of five-foot intervals - at no point
should cable(s) rest on acoustic ceiling grids or panels. Cables should be installed above fire-sprinkler
and systems and should not be attached to the system or any ancillary equipment or hardware.

Intra-building Cable Routing. The backbone subsystem should include cable installed in a
vertical manner between floor telecommunications rooms and the main or intermediate cross-connect
in a multi-story building. Cable installed horizontally between telecommunications rooms and the main
or ICin a long single story building like a school or factory.

Unless otherwise recommended by the manufacturer, all fiber cables will be run in innerduct.

Page 15 of 28



Fibers should be terminated in the telecommunications rooms using SC, ST, MT-RJ, or LC connectors in
either wall mounted interconnect centers or rack mounted panels equipped with sufficient ports, slack
storage space, and splice trays.

Adequate riser sleeve/slot space should be available with the ability to ingress the area at a later date in
all telecommunications rooms, such that no drilling of additional sleeves/slots is necessary.

The backbone cables should be installed in a star topology, emanating from the MC to each
telecommunications room. An IC may be present between the MC and the HC. This is known as a
hierarchical star topology.

At least one 4-pair balanced twisted-pair, hybrid/bundled, or multi-pair cable should be run for each
intra-building backbone segment.

Optical fiber should be run for any backbone segment greater than 90 m (295 ft.). If the intra-building
backbone segment is less than 90 m (295 ft.), and fiber is not routed, the balanced twisted-pair cable
should be CAT5e or higher. Backbone pathways should be installed or selected such that the minimum
bend radius of backbone cables is kept within manufacturer specifications both during and after
installation.

Inter-building Cable Routing. The backbone subsystem should include cable installed between
buildings via underground, tunnel, direct -buried, aerial or any combination of these from the MC to an
IC in @ multi-building campus. Unless otherwise recommended by the manufacturer, all fiber cables will
be run in innerduct. Fibers should be terminated in the telecommunications rooms using SC, ST, MT-RJ
or LC connectors either in wall mounted interconnect centers or rack mounted panels equipped with
sufficient ports, slack storage space and splice trays.

In an underground system, adequate underground conduit space should be available and accessible at
each building. The conduits should not exceed a fill factor of 40%.

All underground systems should be designed to prevent water runoff from entering the building.

The backbone cables should be installed in a star topology, emanating from the MC to each satellite
building telecommunications room. All inter-building cables should be installed to the applicable codes
and regulations.

Optical fiber should be run for all inter-building backbone segments, and as a recommendation, at least
one balanced twisted-pair cable should be run for each inter-building backbone segment.

Backbone pathways should be installed or selected such that the minimum bend radius and pulling
tension of backbone cables is kept within cable manufacturer specifications both during and after

installation.

Page 16 of 28



Horizontal Cable Routing. All horizontal cables, regardless of media type, should not exceed 90
m (295 ft) from the telecommunications outlets in the work area to the HC horizontal cross connect.
The combined length of jumpers, or patch cords, and equipment cables in the telecommunications room
and the work area should not exceed 33 ft. unless used in conjunction with a multi-user
telecommunications outlet. Two horizontal cables should be routed to each work area. At least one
horizontal cable connected to an information outlet should be 4-pair, 100 balanced twisted-pair.
It is recommended that a minimum horizontal cable distance of 49 ft. should be maintained between
the telecommunications room and the work area.
For installations with consolidation points, a minimum horizontal cable distance of 49 ft. should be
maintained between the telecommunications room and consolidation point, and 16 ft. between the
consolidation point and the work area. Horizontal pathways should be installed or selected such that the
minimum bend radius of horizontal cables is kept within manufacturer specifications both during and
after installation.
In open ceiling cabling, cable supports should be provided by means that is structurally independent of
the suspended ceiling, its framework, or supports. These supports should be spaced no more than 5 ft.
apart.
Telecommunications pathways, spaces and metallic cables, which run parallel with electric power or
lighting, which are less than or equal to 480 Vrms, should be installed with a minimum clearance of 2 in.
The installation of telecommunications cabling should maintain a minimum clearance of 3 m (10 ft) from
power cables in excess of 480 Vrms.
No telecommunications cross-connects should be physically located within 20 ft. of electrical
distribution panels, step down devices, or transformers, which carry voltages in excess of 480 Vrms.
For voice or data applications, 4-pair balanced twisted-pair or fiber optic cables should be run using a
star topology from the telecommunications room serving that floor to every individual information
outlet.
The contractor should observe the bending radius and pulling strength requirements of the 4-pair
balanced twisted-pair and fiber optic cable during handling and installation.
Each run of balanced twisted-pair cable between horizontal portions of the cross-connect in the
telecommunication closet and the information outlet should not contain splices.
In a false ceiling environment, a minimum of 3 inches should be observed between the cable supports

and the false ceiling.
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Continuous conduit runs installed by the contractor should not exceed 100 ft. or contain more than two
90 degree bends without utilizing appropriately sized pull boxes.
All horizontal pathways should be designed, installed and grounded to meet applicable local and
national building and electrical codes. The number of horizontal cables placed in a cable support or
pathway should be limited to a number of cables that will not cause a geometric shape of the cables.
Maximum conduit pathway capacity should not exceed a 40% fill. However, perimeter and furniture fill
is limited to 60% fill for moving and changes. Horizontal distribution cables should not be exposed in the
work area or other locations with public access.
Cables routed in a suspended ceiling should not be draped across the ceiling tiles. Cable supports should
be mounted a minimum of 3 in above the ceiling grid supporting the tiles.
Work Area Termination. All balanced twisted-pair cables wired to the telecommunications
outlet/connector should have 4-pairs terminated in eight-position modular outlets in the work area.
Termination 568A. Voice jacks in horizontally oriented faceplates should occupy the left-most
position(s). Data jacks in horizontally oriented faceplates should occupy the right-most position(s).
The telecommunications outlet/connector should be securely mounted at planned locations.
The height of the telecommunications faceplates must conform to applicable codes and regulations.
Pulling Tension. The maximum cable pulling tensions should not exceed manufacturer’s
specifications.
Bend Radius. The maximum cable bend radii should not exceed manufacturer’s specifications.
In spaces with balanced twisted-pair cable terminations, the maximum bend radius for 4-pair cable
should not exceed four times the outside diameter of the cable and ten times for multi-pair cable. This

should be done unless this violates manufacturer’s specifications.
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Slack. In the work area, a minimum of 12 in should be left. for balanced twisted-pair cables,
while 3 ft. for fiber cables. In telecommunications rooms a minimum of 10 ft. of slack should be left. for
all cable types. This slack must be neatly managed on trays or other support types.

Cable Tie Wraps. Tie wraps should be used at appropriate intervals to secure cable and to
provide strain relief at termination points. These wraps should not be over tightened to the point of
deforming or crimping the cable sheath. Hook and loop cable managers should be used in the closet
where reconfiguration of cables and terminations may be frequent.

Grounding. All grounding / earthing and bonding must conform to applicable codes and
regulations.

Fire Protection. Properly installed firestop systems should be installed to prevent or retard the
spread of fire, smoke, water, and gases through the building. This requirement applies to openings
designed for telecommunications use that may or may not be penetrated by cables, wires, or raceways.
Fire stops conform to applicable codes and regulations.

Workmanship. All work should be done in the highest standards in the telecommunications
industry. All equipment and materials are to be installed in a neat and secure manner, while cables are
to be properly dressed. Workers must clean any debris and trash at the close of each workday.
Balanced Twisted-Pair Product Specifications
In addition to meeting the CAT5e specifications outlined in ANSI/TIA/EIA-568-B.2, The requirements in
this section must also be met for all applicable balanced twisted-pair products as listed below.

Outlets. All CAT5e information outlets designed for termination of 4-pair balanced twisted-pair
CAT5e copper cable must possess the following characteristics at the minimum:

e Beindependently verified for category 5e component compliance to 200 MHz.

e Have available gravity feed (45 degree angled) low profile as well as flush mount design.

e  Utilize tri-balance technology with optimized pair balance design and linear crosstalk
response to address applications up to 160 MHz.

e Have 310 style insulation displacement connectors with quadrant pair isolation and a
pyramid wire entry system. Termination is accomplished with a single conductor impact
tool.

e Be backwards compatible to allow lower performing categories of cables or connecting
hardware to operate to their full capacity.

e Have rear protective strain relief caps with side or rear entry, which can be installed

onto cable before or after termination.
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Support industry standards for T568A on each individual outlet.

Allow installation from the front or rear of the faceplate, and allow for the jack to pass
through the faceplate without re-termination.

Be side-stackable for high-density solutions.

Have a color matching, protective, hinged, or flexible door to protect the outlet from
dust and other airborne contaminants.

Provide color-coded, slide-in icons available for circuit identification.

Be constructed of high impact, flame-retardant thermoplastic.

Have, as an option, an outlet, which can be mounted into an IEC 60603-7 compliant
opening (keystone).

Must be certified by Underwriters Laboratories to United States Standards.

Meet the following performance specifications:

Margin over category 5e @ 160MHz
Parameters Worst Case Typical
Insertion Loss | 0.12 0.14
(dB)

NEXT* (dB) 2.20 3.54
FEXT* (dB) 8.38 8.86
Return Loss 8.58 14.92
(dB)

* Tested in both Differential and Common modes

Siemon Company MAX 5e Modules or equivalent recommended

Patch cords. All CAT5e modular equipment cords should be:

100% transmission tested with laboratory grade network analyzers for proper
performance.

Utilizing stranded cable within a round, flame-retardant jacket.

Backwards compatible with lower performing categories.

Equipped with modular 8-position plugs on both ends, wired straight through with

standards compliant wiring.
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Utilizing modular plugs, which, exceed FCC CFR 47 part 68 subpart F and IEC 60603-7
specifications, and have 50 micro-inches minimum of gold plating over nickel
contacts.

Resistant to corrosion from humidity, extreme temperatures, and airborne
contaminants.

Available with red and blue jackets.

Available in standard lengths of 3,4, 5, 6,7,8,10, 15, and 20 ft. with custom lengths
available upon request.

Meeting or exceeding TIA/EIA and ISO/IEC CAT5e electrical performance.

Certified by Underwriters Laboratories to United States Standards.

Utilize stranded cordage that meets the following performance specifications:

Frequency Insertion PS NEXT
(MHz) Loss (dB)
(dB/100m)
1 2.4 62.3
4 4.9 53.3
10 7.8 47.3
16 9.9 44.3
20 111 42.8
31.25 14.1 39.9
62.5 20.4 354
100 26.4 323

Patch panels. All termination panels should facilitate cross-connection and inter-connection

using modular patch cords and should conform to EIA standard, 19 inch relay rack mounting

requirements. They should:

Allow the use of the same modular outlets used in the work area.

Be made of black, lightweight, high strength brushed aluminum in 16-, 24-, and 48-port
configurations.

Allow the use of other multimedia outlets including optical fiber and coaxial.

Have openings, which allow terminated jacks to pass through panel for easy

rearrangement.

Page 21 of 28



Have port identification numbers on both the front and rear of the panel.
Accommodate at least 24 ports for each rack mount space (1IRMS =44.5 mm [1.75 in.]).
Be available with an integrated rear wire management bar.

Siemon MAX Series Patch Panel or equivalent recommended

Connecting Blocks. The connecting block should facilitate cross-connection and/or inter-

connection using patch cords. The 66 blocks should possess the following characteristics:

Cable

Be made of high-impact, flame-retardant thermoplastic.

Be available in 4x50-pair size to support up to 12 4-pair balanced twisted-pair cables.
Have optional colored, hinged covers for protection and designation available in white,
red, gray, yellow, blue, green, violet, orange, and brown.

Have mounting features to allow direct wall mounting, bracket mounting ,or 19” panel
mounting via optional frame.

Incorporate fanning strips on each side of block for management of horizontal cabling
and cross-connect (jumper) wires, as well as providing a labeling surface for circuit
identification.

Have available accessories to include standoff-brackets, organizer rings, clear snap-on
covers, designation strips, and a CAT5e modular test adapter .

Have connecting blocks with a minimum of 200 re-terminations without signal
degradation below standards compliance limit.

Support wire sizes: solid insulated 22-26 AWG (0.64 mm - 0.40 mm) or solid stripped 18-
19 AWG (1.02 = 0.91mm).

Meet or exceed TIA/EIA and ISO/IEC CAT 5e component specifications.

Must be Communications Circuit Accessory Listed per Underwriters Laboratories
Standard UL 1863 .

Siemon S66 Wiring Blocks or equivalent recommended

Twisted Pair Cabling. All qualified cables should exceed the most severe requirements by the

worst case margins listed below for all specified frequencies (except where noted):

Parameter Margin 1-100 MHz | Performance @
(over Category 5e) | 100 MHz

Insertion Loss 0% 22.0dB
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NEXT 0dB 35.3dB
PSNEXT 0dB 32.3dB
ACR - 13.3dB
PSACR - 10.3dB
ELFEXT 0dB 23.8dB
PSELFEXT 0dB 20.8dB
Return Loss 0dB 20.1dB
Propagation Delay | 0% 538 ns
Delay Skew 0% <45ns

Attenuation-to-Crosstalk Ratio (ACR). Using “ pair-to-pair NEXT Loss”, all cables should exhibit
worst case ACR performance of greater than 15.0 dB in the frequency range of 1 to 80 MHz, and greater
than 13.3 dB in the frequency range of 80 to 100 MHz per 100 meter test sample.

Power Sum Attenuation-to-Crosstalk Ratio (PSACR. Using “Power Sum NEXT Loss”, all cable
should exhibit worst case ACR performance of greater than 12.0 dB in the frequency range of 1 to 80
MHz and greater than 10.3 dB in the frequency range of 80 to 100 MHz per 100 meter test sample. In
addition to the requirements listed above, bundled or hybrid cable must also meet the following
requirements:

e Bein groupings of 4-pair units.

e Be power sum NEXT tested where any disturbed pair within the hybrid/bundle cable should
be 3 dB better than the specified pair-to-pair NEXT loss of a single 4-pair cable of the same
category.

Faceplates
All flush mounted faceplates should possess the following characteristics:
e Be applicable to both fiber and copper applications.
e Be available in 1-, 2-, 3-, 4- and 6-port single-gang configurations or 6-, 8- and 12-port double-
gang configurations.
e Allow modules to be removed from the front of the faceplate.
e Allow UTP modules to pass through faceplates even after termination.
e Have write on designation labels for circuit identification together with a clear plastic cover.

e Feature easily removable designation label covers which can be removed without use of tools.
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Racks

Have as a minimum the standard colors of black, white, gray, ivory, and light ivory.

Have optional modular furniture adapters available.

Have designer style faceplates and mounting frames available.

Have stainless steel versions available with designation label option.

Have surface mount boxes and standoff rings available for both single and double gang
faceplates.

Be manufactured using UV resistant, high impact thermoplastic to prevent color fading and
provide additional durability.

Must be certified by UL.

Siemon Company MAX Series Faceplates or equivalent recommended

For rack-mounted installations in a telecommunications room, the installer should use a 19 in

equipment rack. The rack should meet or exceed the below characteristics of construction and features:

Have 3 in by 6 in vertical cable channels as side rails in 7 ft. heights.

Have channels capable of utilizing and re-locating ten high capacities, reusable hook and loop
cable managers provided with rack, and additional managers available in bags of ten.

Have ten high capacity cable managers provided for the front, side or back of the rack, which
can be used for horizontal or vertical cable management and easily twist and lock into place
without the use of screws or tools, and have additional managers available in bags of ten.
Have standard ANSI/EIA-310-C mounting holes having a full 45 RMS on front and back of rails.
Cable routing openings should be available in the front and rear of the channels.

Have ladder channel which acts as a top bracket to easily nest a standard 12 in ladder tray. The
channel must have carriage bolt holes for attaching to the ladder system.

Have available an optional rack top cable tray which manages cable bundles routed above the
rack, and eliminates the need for installing a ladder rack for routing cables. The tray is mounted
without the need of tools or hardware and includes up to three separate cable paths featuring
removable quarter-turn hook and loop cable managers.

Be available in aluminum with a black finish and utilize black grommets for unused cable

openings.
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e Have two optional vertical cable management channels, 6in x 7 ft. and 3in x 7 ft, which can be
located between racks. The channel should come with cable retainers, which can be hinged left.
or right and be located in any position along the channel.

e Have floor mounting holes and a ground lug for 0-6 gauge ground cable provided.

Siemon RS Series Rack System or equivalent recommended
Surface Mounted Raceway System
This specification covers a latching raceway system used for data network, voice, video, and other low-
voltage wiring. The latching raceway system should consist of raceway appropriate fittings and device
boxes. Latching raceway is to be surface mounted and utilized in dry interior locations only. The system
is for low voltage cabling only, 50 Volts or less.
The latching raceway system specified for data network, voice, video, and other low-voltage wiring is be
the Uniduct 2700/2900 System as manufactured by The Wiremold Company. Systems of other
manufacturers may be considered equal if, in the opinion of and the written approval of the engineer.
The latching raceway and all system components must exhibit nonflammable self-extinguishing
characteristics, tested to comparable specifications of UL94V-0.
The latching raceway should be manufactured with a co-extruded design of rigid PVC compound with a
flexible PVC hinge. The raceway should have a smooth finish, available in ivory, white, black, gray, and
brown colors.
The latching raceway should be a one-piece design with a flexible hinge. The cover should open to
provide accessibility and latch securely closed. Total width should be 0.75" by 0.38" [19.05mm by
9.652mm] deep with an approximate thickness of .04" [1.01mm]. The raceway should be available in 6'
and 8' [1.83m and 2.44m] lengths and be supplied with adhesive tape backing.
A full complement of fittings (2700 Series) must be available including, but not limited to, flat, internal
and external elbows, tees, drop ceiling fitting, cover clips, and end caps. They should be manufactured
of a rigid PVC compound. The fittings should have a smooth texture, available in ivory, white, black,
gray, and brown colors to match the raceway. They should overlap the raceway to hide uneven cuts. A
transition fitting should be available to adapt to Uniduct 2800 and 2900 Series latching raceways
manufactured by The Wiremold Company.
Device boxes should be available for mounting standard devices and faceplates. A communications box
should be available to mount voice, video, data, and fiber optic connectors. The communications box

should provide a means of storage for fiber optic cable. Device and communication boxes should be
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snapped onto a base. They should be manufactured of rigid PVC compound. They should be available in
ivory, white, black, gray, and brown colors to match the raceway.

The raceway manufacturer will provide a complete line of connectivity outlets and modular inserts for
UTP/STP, fiber optic, coaxial, and other cabling types with face plates and bezels to facilitate mounting.
A complete line of preprinted station and port identification labels, snap-in icon buttons, as well as
write-on station identification labels, should be available.

Testing

Testing of all newly installed cable channels should be performed prior to system cutover.

Copper Testing

All CAT5e field- testing should be performed with an approved level of lle or Il balanced twisted-pair
field test device.

All installed CAT5e channels should perform equal to or better than the minimum requirements as

specified by the table below:

Parameter 100MHz
(dB)
Insertion Loss 24.0dB
NEXT Loss 30.1dB
PS NEXT Loss 27.1dB
ACR 6.1dB
PS ACR 3.1dB
ELFEXT 17.4 dB
PS ELFEXT 14.4 dB
Return Loss 10.0dB
Propagation 548 ns
Delay
Delay Skew 50 ns

Category 3, balanced twisted-pair horizontal and backbone cables, whose length does not exceed 90 m
(295 ft) for the basic link, and 100 m (328 ft) for the channel, should be 100 percent tested according to
ANSI/TIA/EIA-568-B.1. Test parameters include wire map plus ScTP shield continuity (when present),

insertion loss, length, and NEXT loss (pair-to-pair). NEXT testing should be done in both directions.
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All balanced twisted-pair backbone cables exceeding 90 m (295 ft) or 100 m (328 ft) should be 100%
tested for continuity if applications assurance is not required.
CAT5e balanced twisted-pair horizontal and backbone cables, whose length does not exceed 90 m (295
ft) for the basic link, and 100 m (328 ft) for the channel, should be 100 percent tested according to
ANSI/TIA/EIA-568-B.1. Test parameters include wire map plus ScTP shield continuity (when present),
length, NEXT loss (pair-to-pair), NEXT loss (power sum), ELFEXT loss (pair-to-pair), ELFEXT loss (power
sum), return loss, insertion loss, propagation delay, and delay skew.
Test Equipment Criteria
All balanced twisted-pair field testers should be factory calibrated each calendar year by the field test
equipment manufacturer as stipulated by the manuals provided with the field test unit. The calibration
certificate should be provided for review prior to the start of testing. Auto test settings provided in the
field tester for testing the installed cabling should be set to the default parameters.
Test settings selected from options provided in the field testers should be compatible with the installed
cable under test. A list of compliant field testers and associated test adapters from approved
manufacturers has been provided.

e Agilent WireScope 350 or FrameScope 350

e Fluke Networks OMNIScanner,DSP-4000(100,-300), DTX-1200(1800, LT)

e Ideal LT 8100A(155T,600T) LANTEK 6 (7)
Administration and Documentation

Labeling . Horizontal and backbone cables should be labeled at each end. The cable or its label
should be marked with its identifier. A unique identifier should be marked on each faceplate to identify
it as connecting hardware. Each port in the faceplate should be labeled with its identifier.
A unique identifier should be marked on each piece of connecting hardware to identify it as connecting
hardware. Each port on the connecting hardware should be labeled with its identifier.
Drawings. As-built drawings should be supplied by the contractor showing the locations of and
identifiers for all of the following:
e Horizontal cable routing and terminations
e Telecommunications outlets/connectors

e Backbone cable routing and terminations
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Records. All records should be created by the installation contractor and turned over at the
completion of work. The format should be computer-based and should be part of the As-built package.
The minimum requirements include:

e (Cable records must contain the identifier, cable type, termination positions at both
ends, and splice information as well as any damaged pairs/conductors.

e Connecting hardware and connecting hardware position records must contain the
identifier, type, damaged position numbers, and references to the cable identifier
attached to it.

e Test documentation on all cable types should be included as part of the As-built
package.

Reports. All reports should be generated from the computer-based program used to create the
records above. These reports should include, but are not limited to:

e Cable reports,

e Cross-connect reports,

e Connecting hardware reports.

Page 28 of 28



